Unit overview, goals, audience, objectives




Lions, Tigers and Cyber Crime! Oh My!

Unit Overview

The Internet and modern technology have made it more convenient to communicate shop, bank and perform a host of other actions previously performed strictly face-to-face. While the internet has made it easier in some respects, in others it has made it easier for those with ill intent to take advantage of us. The most vulnerable victims are everyone that is not aware of the scams and attacks internet predators are capable of performing. According to the IC3 2005 Internet Crime Report the majority of reported contact by a cyber criminal was made through email (72.8%) and web page (16.5%).  

National White Collar Crime Center & Federal Bureau of Investigation (2005). IC3 2005 Internet Crime Report. Retrieved October 20, 2006 from http://www.ic3.gov/media/annualreports.aspx 

Unit Goals

The unit will provide instruction covering:

1. how to characterize and identify the different categories of cyber crime.

2. how to identify plus use software and technology that battles cyber attacks.

3. how to report suspected and real cyber crimes to the proper authorities.

4. location of resources to keep abreast of cyber crime news.

Audience

Culture – All United States born and naturalized citizens

Language – English

Gender – Both female and male

Age – 12 yrs to 95 yrs

Characteristics – Individuals that use the Internet and email

Motivation – Interest in protection from cyber crime and safe Internet usage

Geography – United States

Income level – All

Skills – comprehend written direction, follow direction with minimum outside help, basic computer skills (Internet searches, word processing, Internet navigation, access email, open and close email, reply to email messages, delete email)

Unit I Objectives – 

· Given 3 cases the learner will be able to distinguish the difference between cyber crime and traditional crime accurately with at least 80% accuracy.

· Given 5 cases the learner will be able to categorize the cyber crime into one or more of the 4 categories with 80% accuracy.
· Using current world events the learner will be able to describe and identify at least 1 type of cyber crime in each of the 4 categories with 100% accuracy.
· Using a list of acronyms the learner will be able to write a comprehensible email using at least 80% of the acronym list.
· Given 10 cases the learner will be able to list all of the signs of Internet predator attack with 80% accuracy.
· Using any Internet search engine the learner will locate one Internet resource that reports cyber crimes.
· Given a case the student will identify with 100% success the type of software/technology to use for protection from Internet predator.
· Given 3 cases the learner will identify with 100% accuracy the agency/person to report the cyber crime.
	Goal 1: Characterize and identify different categories of cyber crime

	Tasks


	Instructional Objectives


	Initial Presentation Strategy
	Generative Learning Strategy
	Assessment Item(s)

	Listed in instructional sequence
	Use Audience-Behavior-Condition-Degree (ABCD) format
	What the instructor does
	What the learners do
	How will you know they have accomplished the objective?

	Identify cyber crime
	Given 3 cases the learner will be able to distinguish the difference between cyber crime and traditional crime accurately with at least 80% accuracy.
	· Discuss traditional crime

· Discuss cyber crime

· Introduce resources to both types

· Compare and contrast case(s) of cyber crime to traditional crime
	· Discuss the differences and likenesses of cyber crime and traditional crime

· Identify the characteristics of a current crime that satisfies the definition of a cyber crime
	· Successfully choose a cyber crime item from current news

· Successfully writes an explanation of the characteristics of a current crime that identify it as a cyber crime.

· Successfully identifies the cyber and traditional crime(s) in 3 case studies.

	Compare and contrast the 4 categories of cyber crime


	Given 5 cases the learner will be able to categorize the cyber crime into one or more of the 4 categories with 80% accuracy.
	· Define the four categories of cyber crime

· Compare and contrast the four categories of cyber crime
	· Give examples of each category of cyber crime

· Discuss the similarities and differences
	· Successfully identifies the correct category(s) for each cyber crime case given.

	Identify types of cyber crimes for each category


	Using current world events the learner will be able to describe and identify at least 1 type of cyber crime in each of the 4 categories with 100% accuracy.
	· Discusses different types of cyber crime under each category
	· Discusses current cyber crimes in each category

· Discusses a case study involving cyber crimes
	· Successfully identifies at least one type of cyber crime in current news for each of the four categories 

	List common acronyms used in instant messaging and email
	Using a list of acronyms the learner will be able to write a comprehensible email using at least 80% of the acronym list. 
	· Review common acronyms
	· Study acronyms and meanings
	· Write a comprehensible email using the list of acronyms

	Identify some common warning signs of Internet predator attack
	Given 10 cases the learner will be able to identify the common warning signs of Internet predator attack with 80% accuracy. 
	· Introduces common Internet predator attacks and the signs
	· Discusses common Internet predator attacks and the signs

· Discusses current event cases of Internet predator acts and what warning signs were present
	· Successfully identify the common warning signs in 10 Internet predator cases.


